
Digital Citizenship Year 1-13 Progression
This document outlines amapping of Common Sense Education's Digital Citizenship Lessons onHUB by topic, year and term. Additional supporting resources are
included fromUK organisations. Themes fromCommon Sense's Digital Citizenship topics aremapped to theUKEducation for a ConnectedWorld Framework.

Digital Citizenship Lessons: EYFS-Y6 (age 3-11) Progression

Digital Citizenship Lessons: Year 7-13 (age 11-18) Progression

Year 7-13 Curriculum Standards Alignment

Short on time? Check out our 15-minute activities for learners aged 5-18

Digital Citizenship Lessons: EYFS-Y6 (age 3-11) Progression

Media Balance andWell-Being

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Autumn 1

Common Sense
Education

Meet the Digital
Citizens - Arms

Finding Balance
withMedia and
Tech Use at
Home

Pause for
People

How Technology
Makes
You Feel

Device-Free
Moments

Your Rings of
Responsibility

MyMedia
Choices

SocialMedia
Test Drive

FindingMy
Media Balance

SocialMedia
Test Drive

Supporting
Resources

Jessie & Friends:
Episode 1 -
Watching
Videos

Jessie & Friends:
Episode 2 -
Sharing Pictures

Jessie & Friends:
Episode 3 -
Playing Games

Lego Build &
Talk: Screen
Time

Interland:
Reality River

The Adventures
of Kara,
Winston and the
SMARTCrew:
Chapter 1

Band Runner:
Lock
BBCOwn It -
Health,
Wellbeing and
Lifestyle

Internet
Matters -
Health,
Wellbeing and
Lifestyle

Children's
Commissioner:
Digital 5
a Day
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https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.commonsense.org/education/collections/digital-citizenship-quick-activities
https://www.commonsense.org/education/digital-citizenship/lesson/meet-arms-of-the-digital-citizens
https://www.commonsense.org/education/digital-citizenship/lesson/meet-arms-of-the-digital-citizens
https://www.commonsense.org/education/early-childhood-toolkit
https://www.commonsense.org/education/early-childhood-toolkit
https://www.commonsense.org/education/early-childhood-toolkit
https://www.commonsense.org/education/early-childhood-toolkit
https://www.commonsense.org/education/uk/digital-citizenship/lesson/pause-for-people
https://www.commonsense.org/education/uk/digital-citizenship/lesson/pause-for-people
https://www.commonsense.org/education/uk/digital-citizenship/lesson/how-technology-makes-you-feel
https://www.commonsense.org/education/uk/digital-citizenship/lesson/how-technology-makes-you-feel
https://www.commonsense.org/education/uk/digital-citizenship/lesson/how-technology-makes-you-feel
https://www.commonsense.org/education/uk/digital-citizenship/lesson/device-free-moments
https://www.commonsense.org/education/uk/digital-citizenship/lesson/device-free-moments
https://www.commonsense.org/education/uk/digital-citizenship/lesson/your-rings-of-responsibility
https://www.commonsense.org/education/uk/digital-citizenship/lesson/your-rings-of-responsibility
https://www.commonsense.org/education/uk/digital-citizenship/lesson/my-media-choices
https://www.commonsense.org/education/uk/digital-citizenship/lesson/my-media-choices
https://socialmediatestdrive.org/modules.html
https://socialmediatestdrive.org/modules.html
https://www.commonsense.org/education/uk/digital-citizenship/lesson/finding-my-media-balance
https://www.commonsense.org/education/uk/digital-citizenship/lesson/finding-my-media-balance
https://socialmediatestdrive.org/modules.html
https://socialmediatestdrive.org/modules.html
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.thinkuknow.co.uk/parents/jessie-and-friends-videos/
https://www.lego.com/cdn/cs/catalog/assets/blt04f7af1585b5143d/ENG_-_B&T_Artwork-_Screen_time.pdf
https://www.lego.com/cdn/cs/catalog/assets/blt04f7af1585b5143d/ENG_-_B&T_Artwork-_Screen_time.pdf
https://www.lego.com/cdn/cs/catalog/assets/blt04f7af1585b5143d/ENG_-_B&T_Artwork-_Screen_time.pdf
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter1
https://www.thinkuknow.co.uk/8_10/stay-safe/
https://www.thinkuknow.co.uk/8_10/stay-safe/
https://www.bbc.com/ownit/curations/teachers
https://www.bbc.com/ownit/curations/teachers
https://www.bbc.com/ownit/curations/teachers
https://www.bbc.com/ownit/curations/teachers
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.childrenscommissioner.gov.uk/our-work/digital/5-a-day/
https://www.childrenscommissioner.gov.uk/our-work/digital/5-a-day/


Cyberbullying, Digital Drama&Hate Speech

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Autumn 2

Common Sense
Education

Meet the Digital
Citizens - Legs

Media Balance
Is Important

Pause
for people

Putting a STOP
toOnline
Meanness

The Power of
Words

Be a Super
Digital Citizen

Is It
Cyberbullying?

Supporting
Resources

Digiduck's Big
Decision

Digi DuckMasks

Barefoot
Computing:
Safety Snakes

Smartie the
Penguin (Lesson
Plan, Year 2
Lesson A)

Interland: Kind
Kingdom

Lego Build &
Talk:
Cyberbullying

Band Runner:
Like

BBCOwn It:
Cyberbullying
Quiz

BBCOwn It -
Online Bullying

Internet
Matters - Online
Bullying

Chicken-Shop
Grooming
(Childnet)

Relationships & Communication

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Spring 1

Common Sense
Education

Meet the Digital
Citizens - Heart

How toMake
Meaningful
Family
Connections
UsingMedia +
Tech

Device Advice -
WhyWePause
for People

Device Advice -
Our Device
Charter

Who Is in
YourOnline
Community?

Our Digital
Citizenship
Pledge

Keeping Games
Fun and Friendly

Digital
Friendships

Supporting
Resources

Smartie the
Penguin for
EYFS (Lesson
Plan 1)

Detective
Digiduck

Jessie & Friends:
Episode 3

Barefoot -Who
does this belong
to?

Band Runner:
Share

Band Runner:
Chat

Adventures of
Kara,Winston
and the SMART
Crew: Ch. 5

BBCOwn It -
Online
Relationships +
Online
Reputation

Internet
Matters - Online
Relationships +
Online
Reputation

Childnet: Trust
Me Lessons
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https://www.commonsense.org/education/digital-citizenship/lesson/meet-legs-of-the-digital-citizens
https://www.commonsense.org/education/digital-citizenship/lesson/meet-legs-of-the-digital-citizens
https://www.commonsense.org/education/uk/digital-citizenship/lesson/media-balance-is-important
https://www.commonsense.org/education/uk/digital-citizenship/lesson/media-balance-is-important
https://www.commonsense.org/education/uk/digital-citizenship/lesson/pause-for-people
https://www.commonsense.org/education/uk/digital-citizenship/lesson/pause-for-people
https://www.commonsense.org/education/uk/digital-citizenship/lesson/putting-a-stop-to-online-meanness
https://www.commonsense.org/education/uk/digital-citizenship/lesson/putting-a-stop-to-online-meanness
https://www.commonsense.org/education/uk/digital-citizenship/lesson/putting-a-stop-to-online-meanness
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-power-of-words
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-power-of-words
https://www.commonsense.org/education/uk/digital-citizenship/lesson/be-a-super-digital-citizen
https://www.commonsense.org/education/uk/digital-citizenship/lesson/be-a-super-digital-citizen
https://www.commonsense.org/education/uk/digital-citizenship/lesson/is-it-cyberbullying
https://www.commonsense.org/education/uk/digital-citizenship/lesson/is-it-cyberbullying
https://www.childnet.com/resources/digiduck-stories/digiducks-big-decision
https://www.childnet.com/resources/digiduck-stories/digiducks-big-decision
https://docs.google.com/document/d/1COP5veSi4BB3W7NtnU6Zs43-49JcIoDC7zA1Yb_MD20/edit?usp=sharing
https://www.barefootcomputing.org/resources/safety-snakes
https://www.barefootcomputing.org/resources/safety-snakes
https://www.barefootcomputing.org/resources/safety-snakes
https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/smartie-the-penguin/
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://www.lego.com/cdn/cs/catalog/assets/bltf32aba713e13b8c6/ENG_-_B&T_Artwork_-_Cyberbullying.pdf
https://www.lego.com/cdn/cs/catalog/assets/bltf32aba713e13b8c6/ENG_-_B&T_Artwork_-_Cyberbullying.pdf
https://www.lego.com/cdn/cs/catalog/assets/bltf32aba713e13b8c6/ENG_-_B&T_Artwork_-_Cyberbullying.pdf
https://www.thinkuknow.co.uk/8_10/stay-safe/
https://www.thinkuknow.co.uk/8_10/stay-safe/
https://www.bbc.com/ownit/its-personal/wait-is-that-mean?collection=bullying-and-trolling
https://www.bbc.com/ownit/its-personal/wait-is-that-mean?collection=bullying-and-trolling
https://www.bbc.com/ownit/its-personal/wait-is-that-mean?collection=bullying-and-trolling
https://www.bbc.com/ownit/curations/teachers
https://www.bbc.com/ownit/curations/teachers
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://safeblog.lgfl.net/2019/07/chicken-shop-grooming/
https://safeblog.lgfl.net/2019/07/chicken-shop-grooming/
https://www.commonsense.org/education/digital-citizenship/lesson/meet-heart-of-the-digital-citizens
https://www.commonsense.org/education/digital-citizenship/lesson/meet-heart-of-the-digital-citizens
https://www.youtube.com/watch?v=zkBOB_n7CB4
https://www.youtube.com/watch?v=zkBOB_n7CB4
https://www.youtube.com/watch?v=zkBOB_n7CB4
https://www.youtube.com/watch?v=zkBOB_n7CB4
https://www.youtube.com/watch?v=zkBOB_n7CB4
https://www.youtube.com/watch?v=zkBOB_n7CB4
https://www.commonsense.org/education/digital-citizenship/lesson/why-we-pause-for-people
https://www.commonsense.org/education/digital-citizenship/lesson/why-we-pause-for-people
https://www.commonsense.org/education/digital-citizenship/lesson/our-device-charter
https://www.commonsense.org/education/digital-citizenship/lesson/our-device-charter
https://www.commonsense.org/education/digital-citizenship/lesson/our-device-charter
https://www.commonsense.org/education/uk/digital-citizenship/lesson/who-is-in-your-online-community
https://www.commonsense.org/education/uk/digital-citizenship/lesson/who-is-in-your-online-community
https://www.commonsense.org/education/uk/digital-citizenship/lesson/who-is-in-your-online-community
https://www.commonsense.org/education/uk/digital-citizenship/lesson/our-digital-citizenship-pledge
https://www.commonsense.org/education/uk/digital-citizenship/lesson/our-digital-citizenship-pledge
https://www.commonsense.org/education/uk/digital-citizenship/lesson/our-digital-citizenship-pledge
https://www.commonsense.org/education/uk/digital-citizenship/lesson/keeping-games-fun-and-friendly
https://www.commonsense.org/education/uk/digital-citizenship/lesson/keeping-games-fun-and-friendly
https://www.commonsense.org/education/uk/digital-citizenship/lesson/digital-friendships
https://www.commonsense.org/education/uk/digital-citizenship/lesson/digital-friendships
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/digiduck-stories/detective-digiduck
https://www.childnet.com/resources/digiduck-stories/detective-digiduck
https://www.thinkuknow.co.uk/professionals/resources/jessie-and-friends/
https://www.thinkuknow.co.uk/professionals/resources/jessie-and-friends/
https://www.barefootcomputing.org/cyber
https://www.barefootcomputing.org/cyber
https://www.barefootcomputing.org/cyber
https://www.thinkuknow.co.uk/8_10/stay-safe/
https://www.thinkuknow.co.uk/8_10/stay-safe/
https://www.thinkuknow.co.uk/8_10/stay-safe/
https://www.thinkuknow.co.uk/8_10/stay-safe/
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter5
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter5
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter5
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter5
https://www.bbc.com/ownit/curations/teachers
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.childnet.com/resources/trust-me
https://www.childnet.com/resources/trust-me


UK Supporting
resource for
Safer Internet
Day

Safer Internet Day -- Reliability Online: Safer Internet Day Resources for
3-7 year olds

Safer Internet Day -- Reliability Online: Safer Internet Day resources for
7-11 year olds

News andMedia Literacy

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Spring 2

Common Sense
Education

Meet the Digital
Citizens - Head

Media Balance
Is Important -
Quick Bite

Device Advice -
Managing
Device
Distractions

We the
Digital Citizens

Digital Trails

Is Seeing
Believing?

A Creator's
Rights and
Responsibilities

Reading
NewsOnline

Supporting
Resources

Smartie the
Penguin
Colouring
Sheets

Barefoot
Computing:
Safety Snakes

Choosing
High-Quality
Media for Your
Kids

Smartie the
Penguin (Lesson
Plan for Year 1
Lesson A)

The Adventures
of Smartie the
Penguin (Year 2
Lesson B)

Lego Build &
Talk: False
Information
Online

Interland:
Reality River

Interland:
Mindful
Mountain

DigitalMatters -
Introduction to
Thinking
Critically Online

BBCOwn It -
Managing
Online
Information

NCSCCyber
Sprinters

DigitalMatters -
Once Upon
Online

Internet
Matters -
Managing
Online
Information +
Copyright &
Ownership

BBCYoung
Reporter - Fake
News
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https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://www.commonsense.org/education/digital-citizenship/lesson/meet-head-of-the-digital-citizens
https://www.commonsense.org/education/digital-citizenship/lesson/meet-head-of-the-digital-citizens
https://www.commonsense.org/education/digital-citizenship/lesson/media-balance-is-important-quick-activity
https://www.commonsense.org/education/digital-citizenship/lesson/media-balance-is-important-quick-activity
https://www.commonsense.org/education/digital-citizenship/lesson/media-balance-is-important-quick-activity
https://www.commonsense.org/education/digital-citizenship/lesson/managing-device-distractions
https://www.commonsense.org/education/digital-citizenship/lesson/managing-device-distractions
https://www.commonsense.org/education/digital-citizenship/lesson/managing-device-distractions
https://www.commonsense.org/education/uk/digital-citizenship/lesson/we-the-digital-citizens
https://www.commonsense.org/education/uk/digital-citizenship/lesson/we-the-digital-citizens
https://www.commonsense.org/education/uk/digital-citizenship/lesson/digital-trails
https://www.commonsense.org/education/uk/digital-citizenship/lesson/is-seeing-believing
https://www.commonsense.org/education/uk/digital-citizenship/lesson/is-seeing-believing
https://www.commonsense.org/education/uk/digital-citizenship/lesson/a-creators-rights-and-responsibilities
https://www.commonsense.org/education/uk/digital-citizenship/lesson/a-creators-rights-and-responsibilities
https://www.commonsense.org/education/uk/digital-citizenship/lesson/a-creators-rights-and-responsibilities
https://www.commonsense.org/education/uk/digital-citizenship/lesson/reading-news-online
https://www.commonsense.org/education/uk/digital-citizenship/lesson/reading-news-online
https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/smartie-the-penguin/
https://www.barefootcomputing.org/resources/safety-snakes
https://www.barefootcomputing.org/resources/safety-snakes
https://www.barefootcomputing.org/resources/safety-snakes
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/smartie-the-penguin/
https://www.childnet.com/resources/smartie-the-penguin/
https://www.lego.com/cdn/cs/sustainability/assets/bltd6339c8a9314784e/B&T_False_Information_Activity_Pack_REVISED_FINAL.pdf
https://www.lego.com/cdn/cs/sustainability/assets/bltd6339c8a9314784e/B&T_False_Information_Activity_Pack_REVISED_FINAL.pdf
https://www.lego.com/cdn/cs/sustainability/assets/bltd6339c8a9314784e/B&T_False_Information_Activity_Pack_REVISED_FINAL.pdf
https://www.lego.com/cdn/cs/sustainability/assets/bltd6339c8a9314784e/B&T_False_Information_Activity_Pack_REVISED_FINAL.pdf
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://www.internetmatters.org/digital-matters/lesson/introduction-to-thinking-critically-online/
https://www.internetmatters.org/digital-matters/lesson/introduction-to-thinking-critically-online/
https://www.internetmatters.org/digital-matters/lesson/introduction-to-thinking-critically-online/
https://www.internetmatters.org/digital-matters/lesson/introduction-to-thinking-critically-online/
https://www.bbc.com/ownit/curations/teachers
https://www.ncsc.gov.uk/training/ncsc-cyber-security-for-young-people-english-scorm-v2/index.html
https://www.ncsc.gov.uk/training/ncsc-cyber-security-for-young-people-english-scorm-v2/index.html
https://www.internetmatters.org/digital-matters/lesson/introduction-to-thinking-critically-online/?section=story
https://www.internetmatters.org/digital-matters/lesson/introduction-to-thinking-critically-online/?section=story
https://www.internetmatters.org/digital-matters/lesson/introduction-to-thinking-critically-online/?section=story
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.bbc.co.uk/teach/young-reporter/recognising-fake-news/zhmwr2p
https://www.bbc.co.uk/teach/young-reporter/recognising-fake-news/zhmwr2p
https://www.bbc.co.uk/teach/young-reporter/recognising-fake-news/zhmwr2p


Privacy & Security

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Summer 1

Common Sense
Education

Meet the Digital
Citizens Song +
Meet Digital
Citizens
Shortened

Colouring Book

Meet the Digital
Citizens - Guts

How to use
Media and Tech
to Build Life
Skills in Young
Kids

Safety inMy
Online
Neighbourhood

Internet Traffic
Light

That's Private! Password
Power-Up

Private and
Personal
Information

YouWon't
Believe This!

Supporting
Resources

Smartie the Penguin for EYFS
(Lesson Plan 2)

Smartie the
Penguin (Lesson
Plan for Year 1
Lesson B)

Pantosaurus
andHis PANTS
song

Interland: Tower
of Treasure

Barefoot - Do
the Right Thing

Lego Build &
Talk: Online
Security

Barefoot -
You’re the Jury

Barefoot - The
Phisherman
game

BBCOwn It -
Privacy &
Security

NCSCCyber
Sprinters

Internet
Matters -
Privacy &
Security
+
DigitalMatters

Barefoot -
You’re the
Cyber Security
Expert

HomeActivities Internet
Matters -
Advice for
Families

Internet
Matters -
Advice for
Families

Internet
Matters -
Advice for
Families

Internet
Matters -
Advice for
Families

NCSC -
Adventure
Stories

NCSC -
Adventure
Stories

NCSC -
Adventure
Stories

NCSC -
Adventure
Stories
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https://www.commonsense.org/education/videos/we-the-digital-citizens
https://www.commonsense.org/education/videos/we-the-digital-citizens
https://www.commonsense.org/education/videos/meet-the-digital-citizens
https://www.commonsense.org/education/videos/meet-the-digital-citizens
https://www.commonsense.org/education/videos/meet-the-digital-citizens
https://www.commonsense.org/sites/default/files/pdf/2019-08/the-digital-citizens-coloring-book_0.pdf
https://www.commonsense.org/education/digital-citizenship/lesson/meet-guts-of-the-digital-citizens
https://www.commonsense.org/education/digital-citizenship/lesson/meet-guts-of-the-digital-citizens
https://www.commonsense.org/education/uk/digital-citizenship/lesson/safety-in-my-online-neighbourhood
https://www.commonsense.org/education/uk/digital-citizenship/lesson/safety-in-my-online-neighbourhood
https://www.commonsense.org/education/uk/digital-citizenship/lesson/safety-in-my-online-neighbourhood
https://www.commonsense.org/education/uk/digital-citizenship/lesson/internet-traffic-light
https://www.commonsense.org/education/uk/digital-citizenship/lesson/internet-traffic-light
https://www.commonsense.org/education/uk/digital-citizenship/lesson/thats-private
https://www.commonsense.org/education/uk/digital-citizenship/lesson/password-power-up
https://www.commonsense.org/education/uk/digital-citizenship/lesson/password-power-up
https://www.commonsense.org/education/uk/digital-citizenship/lesson/private-and-personal-information
https://www.commonsense.org/education/uk/digital-citizenship/lesson/private-and-personal-information
https://www.commonsense.org/education/uk/digital-citizenship/lesson/private-and-personal-information
https://www.commonsense.org/education/uk/digital-citizenship/lesson/you-wont-believe-this
https://www.commonsense.org/education/uk/digital-citizenship/lesson/you-wont-believe-this
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.childnet.com/resources/smartie-the-penguin
https://www.youtube.com/watch?v=-lL07JOGU5o
https://www.youtube.com/watch?v=-lL07JOGU5o
https://www.youtube.com/watch?v=-lL07JOGU5o
https://beinternetawesome.withgoogle.com/en_uk/interland
https://beinternetawesome.withgoogle.com/en_uk/interland
https://www.barefootcomputing.org/cyber
https://www.lego.com/cdn/cs/sustainability/assets/blte19ef6106e4fc9ae/B&T_ONLINE_SECURITY_Activity_Pack_with_LINKS_(1).pdf
https://www.lego.com/cdn/cs/sustainability/assets/blte19ef6106e4fc9ae/B&T_ONLINE_SECURITY_Activity_Pack_with_LINKS_(1).pdf
https://www.lego.com/cdn/cs/sustainability/assets/blte19ef6106e4fc9ae/B&T_ONLINE_SECURITY_Activity_Pack_with_LINKS_(1).pdf
https://www.barefootcomputing.org/cyber
https://barefootgames.org/the-phisherman?ref=https://www.barefootcomputing.org/
https://barefootgames.org/the-phisherman?ref=https://www.barefootcomputing.org/
https://barefootgames.org/the-phisherman?ref=https://www.barefootcomputing.org/
https://www.bbc.com/ownit/curations/teachers
https://www.ncsc.gov.uk/training/ncsc-cyber-security-for-young-people-english-scorm-v2/index.html
https://www.ncsc.gov.uk/training/ncsc-cyber-security-for-young-people-english-scorm-v2/index.html
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.educateagainsthate.com/resources/digital-matters-privacy-and-security/
https://www.barefootcomputing.org/cyber
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.internetmatters.org/advice/
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/7-8
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/7-8
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/7-8
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/7-8
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/7-8
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/7-8
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/9-11
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/9-11
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/9-11
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/9-11
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/9-11
https://www.ncsc.gov.uk/collection/cybersprinters/home-activities/9-11


Digital Footprint & Identity

Term Resource Nursery Reception Year 1 Year 2 Year 3 Year 4 Year 5 Year 6

Summer 2

Common Sense
Education

Meet the Digital
Citizens - Feet

Raising Healthy
Kids in a Digital
World

Device Advice -
Caring for Our
Devices

Pause
for People -
Quick Bite

We the
Digital Citizens

Digital Trails

This IsMe Our
Online Tracks

BeyondGender
Stereotypes

Supporting
Resources

Digiduck's
Famous Friend

Digiduck and
theMagic
Castle

Digiduck Saves
the Day

BBCOwn
It: Digital
Footprint:What
Is It andWhy
Should I Care?

BBCOwn It:
Where Are Your
Photos Going?

Lego Build &
Talk: Digital
Footprints

The Adventures
of Kara,
Winston and the
SMARTCrew:
Chapter 4

Search It Up:My
Popstar
Disaster

BBCOwn It -
Self-Image &
Identity

Internet
Matters -
Self-Image &
Identity

Are You Living
an Insta Lie?
SocialMedia vs.
Reality

Year 1-6 Curriculum Standards Alignment

Education for a ConnectedWorld's strands align withCommon Sense Education's Digital Citizenship strands:

Education for a ConnectedWorld Common Sense Education
● Self Image & Identity ------------------------ Media Balance &Well-Being

● Online Relationships ----------------------- Relationships & Communication

● Online Reputation -------------------------- Relationships & Communication

● Online Bullying ------------------------------ Cyberbullying, Digital Drama &Hate Speech

● ManagingOnline Information ------------- News &Media Literacy

● Health,Wellbeing and Lifestyle ----------- Media Balance &Well-Being

● Privacy and Security ------------------------ Privacy & Security

● Copyright and ownership ------------------ News &Media Literacy
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https://www.commonsense.org/education/digital-citizenship/lesson/meet-feet-of-the-digital-citizens
https://www.commonsense.org/education/digital-citizenship/lesson/meet-feet-of-the-digital-citizens
https://www.commonsense.org/education/digital-citizenship/lesson/caring-for-our-devices
https://www.commonsense.org/education/digital-citizenship/lesson/caring-for-our-devices
https://www.commonsense.org/education/digital-citizenship/lesson/caring-for-our-devices
https://www.commonsense.org/education/digital-citizenship/lesson/pause-and-think-online-quick-activity
https://www.commonsense.org/education/digital-citizenship/lesson/pause-and-think-online-quick-activity
https://www.commonsense.org/education/digital-citizenship/lesson/pause-and-think-online-quick-activity
https://www.commonsense.org/education/uk/digital-citizenship/lesson/we-the-digital-citizens
https://www.commonsense.org/education/uk/digital-citizenship/lesson/we-the-digital-citizens
https://www.commonsense.org/education/uk/digital-citizenship/lesson/digital-trails
https://www.commonsense.org/education/uk/digital-citizenship/lesson/this-is-me
https://www.commonsense.org/education/uk/digital-citizenship/lesson/our-online-tracks
https://www.commonsense.org/education/uk/digital-citizenship/lesson/our-online-tracks
https://www.commonsense.org/education/uk/digital-citizenship/lesson/beyond-gender-stereotypes
https://www.commonsense.org/education/uk/digital-citizenship/lesson/beyond-gender-stereotypes
https://www.childnet.com/resources/digiduck-stories/digiducks-famous-friend
https://www.childnet.com/resources/digiduck-stories/digiducks-famous-friend
https://www.childnet.com/resources/digiduck-stories/digiduck-and-the-magic-castle/
https://www.childnet.com/resources/digiduck-stories/digiduck-and-the-magic-castle/
https://www.childnet.com/resources/digiduck-stories/digiduck-and-the-magic-castle/
https://www.childnet.com/resources/digiduck-stories/digiduck-saves-the-day/
https://www.childnet.com/resources/digiduck-stories/digiduck-saves-the-day/
https://www.bbc.co.uk/programmes/p06z2lvy
https://www.bbc.co.uk/programmes/p06z2lvy
https://www.bbc.co.uk/programmes/p06z2lvy
https://www.bbc.co.uk/programmes/p06z2lvy
https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=safer-internet-day-2019
https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=safer-internet-day-2019
https://www.bbc.com/ownit/its-personal/where-are-your-photos-going?collection=safer-internet-day-2019
https://www.lego.com/cdn/cs/sustainability/assets/blt7ed08053bf1e975c/B&T_DIGITAL_FOOTPRINTS_Activity_Pack_with_LINKS.pdf
https://www.lego.com/cdn/cs/sustainability/assets/blt7ed08053bf1e975c/B&T_DIGITAL_FOOTPRINTS_Activity_Pack_with_LINKS.pdf
https://www.lego.com/cdn/cs/sustainability/assets/blt7ed08053bf1e975c/B&T_DIGITAL_FOOTPRINTS_Activity_Pack_with_LINKS.pdf
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://www.childnet.com/resources/the-adventures-of-kara-winston-and-the-smart-crew/chapter4
https://youtu.be/7pLLhXUIe-s
https://youtu.be/7pLLhXUIe-s
https://youtu.be/7pLLhXUIe-s
https://www.bbc.com/ownit/curations/teachers
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.internetmatters.org/digital-matters/modules/?user_type=teacher
https://www.youtube.com/watch?reload=9&v=0EFHbruKEmw&feature=youtu.be
https://www.youtube.com/watch?reload=9&v=0EFHbruKEmw&feature=youtu.be
https://www.youtube.com/watch?reload=9&v=0EFHbruKEmw&feature=youtu.be
https://www.youtube.com/watch?reload=9&v=0EFHbruKEmw&feature=youtu.be
https://www.gov.uk/government/publications/education-for-a-connected-world
https://www.commonsense.org/education/sites/default/files/tlr_recognition_page/common_sense_education_one_pager_uk.pdf


National Curriculum in
England: Computing
Programmes of Study --
KS 1 & 2

Key Stage 1 - Pupils should be taught to:
● use technology purposefully to create, organise, store, manipulate and retrieve digital content
● recognise common uses of information technology beyond school
● use technology safely and respectfully, keeping personal information private; identify where to go for help and support

when they have concerns about content or contact on the internet or other online technologies

Key Stage 2 - Pupils should be taught to:
● understand computer networks, including the internet; how they can providemultiple services, such as theWorldWide

Web, and the opportunities they offer for communication and collaboration

● use search technologies effectively, appreciate how results are selected and ranked, and be discerning in evaluating digital

content

● use technology safely, respectfully and responsibly; recognise acceptable/unacceptable behaviour; identify a range of ways

to report concerns about content and contact

Relationships Education,
Relationships and Sex
Education (RSE) and
Health Education

Online Relationships - Pupils should know:
● that people sometimes behave differently online, including by pretending to be someone they are not.

● that the same principles apply to online relationships as to face-to face relationships, including the importance of respect

for others online evenwhenwe are anonymous.

● the rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and how to report

them.

● how to critically consider their online friendships and sources of information, including awareness of the risks associated

with people they have nevermet.

● how information and data is shared and used online.

Being Safe - Pupils should know:
● what sorts of boundaries are appropriate in friendships with peers and others (including in a digital context).

● about the concept of privacy and the implications of it for both children and adults; including that it is not always right to

keep secrets if they relate to being safe.

● that each person's body belongs to them, and the differences between appropriate and inappropriate or unsafe physical,

and other, contact.

● how to respond safely and appropriately to adults theymay encounter (in all contexts, including online) whom they do not

know.

● how to recognise and report feelings of being unsafe or feeling bad about any adult.

©2020 Common SenseMedia. All rights reserved. 6

https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study/national-curriculum-in-england-computing-programmes-of-study
https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study/national-curriculum-in-england-computing-programmes-of-study
https://www.gov.uk/government/publications/national-curriculum-in-england-computing-programmes-of-study/national-curriculum-in-england-computing-programmes-of-study
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/805781/Relationships_Education__Relationships_and_Sex_Education__RSE__and_Health_Education.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/805781/Relationships_Education__Relationships_and_Sex_Education__RSE__and_Health_Education.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/805781/Relationships_Education__Relationships_and_Sex_Education__RSE__and_Health_Education.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/805781/Relationships_Education__Relationships_and_Sex_Education__RSE__and_Health_Education.pdf


● how to ask for advice or help for themselves or others, and to keep trying until they are heard.

● how to report concerns or abuse, and the vocabulary and confidence needed to do so.

● where to get advice (e.g. family, school and/or other sources).

MentalWell-Being - Pupils should know:
● that mental well-being is a normal part of daily life, in the sameway as physical health.

● that there is a normal range of emotions (e.g. happiness, sadness, anger, fear, surprise, nervousness) and scale of emotions

that all humans experience in relation to different experiences and situations.

● how to recognise and talk about their emotions, including having a varied vocabulary of words to use when talking about

their own and others' feelings.

● how to judgewhether what they are feeling and how they are behaving is appropriate and proportionate.

● the benefits of physical exercise, time outdoors, community participation, voluntary and service-based activities, onmental

well-being and happiness.

● simple self-care techniques, including the importance of rest, time spent with friends and family, and the benefits of hobbies

and interests.

● isolation and loneliness can affect children and that it is very important for children to discuss their feelings with an adult

and seek support.

● that bullying (including cyberbullying) has a negative and often lasting impact onmental well-being.

● where and how to seek support (including recognising the triggers for seeking support), including whom in school they

should speak to if they are worried about their own or someone else's mental well-being or ability to control their emotions

(including issues arising online).

● it is common for people to experiencemental health issues. For many people who do, the problems can be resolved if the

right support is made available, especially if accessed early enough.

Internet Safety andHarms - Pupils should know:
● that for most people the internet is an integral part of life and hasmany benefits.

● about the benefits of rationing time spent online, the risks of excessive time spent on electronic devices, and the impact of

positive and negative content online on their own and others' mental and physical well-being.

● how to consider the effect of their online actions on others and know how to recognise and display respectful behaviour

online, and the importance of keeping personal information private.

● why social media, some computer games, and online gaming, for example, are age restricted.

● that the internet can also be a negative place where online abuse, trolling, bullying, and harassment can take place, which
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can have a negative impact onmental health.

● how to be a discerning consumer of information online, including understanding that information, such as that from search

engines, is ranked, selected and targeted.

● where and how to report concerns and get support with issues online.

Keeping Children Safe in
Education

● Governing bodies and proprietors should ensure that children are taught about safeguarding, including online safety.

Schools should consider this as part of providing a broad and balanced curriculum.

● This may include covering relevant issues through Relationships Education and Relationships and Sex Education (formerly

known as Sex and Relationship Education), tutorials (in colleges) and/or where delivered, through Personal, Social, Health

and Economic (PSHE) education. The government hasmade regulations that will make the subjects of Relationships

Education (for all primary pupils) and Relationships and Sex Education (for all secondary pupils) and Health Education (for

all pupils in state-funded schools) mandatory from September 2020.

● Whilst it is essential that governing bodies and proprietors ensure that appropriate filters andmonitoring systems are in

place, they should be careful that "over blocking" does not lead to unreasonable restrictions as to what children can be

taught with regard to online teaching and safeguarding.

TeachingOnline Safety in
School

● Guidance supporting schools to teach their pupils how to stay safe online, within new and existing school subjects.

Developed by Common SenseMedia (UK) with Islington Schools, with thanks to Pip Bhol and Katy Potts.
For more information contact Jenna Khanna jkhanna@commonsense.org
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https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/835733/Keeping_children_safe_in_education_2019.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/835733/Keeping_children_safe_in_education_2019.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf
mailto:jkhanna@commonsense.org


Digital Citizenship Lessons: Year 7-13 (age 11-18) Progression

Media Balance andWell-Being

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13

Autumn 1

Common Sense
Education

Finding Balance in
a DigitalWorld

Digital
Connections -
Digital Habits

MyMedia Use: A
Personal
Challenge

DigitalWell Being
Lessons -My
ValuesMy Tech

DigitalMedia and
Your Brain

DigitalWell Being
Lessons - Positive
TechHabits

MyDigital Life Is
Like…

DigitalWell Being
Lessons - Digital
Media and Your
Brain

SocialMedia and
How
You Feel

DigitalWell Being
Lessons - Thinking
Traps

CanMedia Be
Addictive?

TheHealth Effects
of Screen Time

Supporting
Resources

BBCOwn it:
Taking a Break

BBCOwn It: Is
Your phone Your
BFF?

Public Health
England: FOMO
Lesson

BBCBitesize: Can
You Be Addicted
to Technology?

BBC Teach: Self
Image andMental
Wellbeing

Anna Freud
Centre: Time
Away from
Technology

NHS: Everymind
matters

Into Film: Staying
Safe Online Film
and Lesson

RCPCH: Screen
Time Report

SENDResource Childnet, ThriveOnline - Teaching about DigitalWellbeing (SEND)

Cyberbullying, Digital Drama&Online Hate Speech

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13

Autumn 2 Common Sense
Education

Digital Drama
Unplugged

Digital Connections
- Digital Drama

Upstanders and
Allies: Taking
Action Against
Cyberbullying

Responding
toOnline
Hate Speech

What You Send
in "That
Moment
When…"

Countering Hate
SpeechOnline

Online Disinhibition
and Cyberbullying

The Consequences
of Online
Hate Speech

Supporting Resources Campaign
Resources - Public
Health England -
Bullying &
Cyberbullying

Educate Against
Hate - Educate
Against Hate
Training Videos

British Library:
Freedom:
Cyberbullying and
Its Consequences

Public Health
England:
Bullying and
Cyberbullying
Lesson

Educate
Against Hate
Website - Be
Internet
Citizens

Childnet:
Cyberbullying
(LGBT focus)

British Library:
Freedom: Trolling
As Freedom of
Expression

SENDResource Childnet, ThriveOnline - Teaching about HealthyOnline Relationships

©2020 Common SenseMedia. All rights reserved. 9

https://www.commonsense.org/education/uk/digital-citizenship/lesson/finding-balance-in-a-digital-world
https://www.commonsense.org/education/uk/digital-citizenship/lesson/finding-balance-in-a-digital-world
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.commonsense.org/education/uk/digital-citizenship/lesson/my-media-use-a-personal-challenge
https://www.commonsense.org/education/uk/digital-citizenship/lesson/my-media-use-a-personal-challenge
https://www.commonsense.org/education/uk/digital-citizenship/lesson/my-media-use-a-personal-challenge
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/uk/digital-citizenship/lesson/digital-media-and-your-brain
https://www.commonsense.org/education/uk/digital-citizenship/lesson/digital-media-and-your-brain
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/uk/digital-citizenship/lesson/my-digital-life-is-like
https://www.commonsense.org/education/uk/digital-citizenship/lesson/my-digital-life-is-like
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/uk/digital-citizenship/lesson/social-media-and-how-you-feel
https://www.commonsense.org/education/uk/digital-citizenship/lesson/social-media-and-how-you-feel
https://www.commonsense.org/education/uk/digital-citizenship/lesson/social-media-and-how-you-feel
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/collections/digital-well-being-middle-school-lessons
https://www.commonsense.org/education/uk/digital-citizenship/lesson/can-media-be-addictive
https://www.commonsense.org/education/uk/digital-citizenship/lesson/can-media-be-addictive
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-health-effects-of-screen-time
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-health-effects-of-screen-time
https://www.bbc.com/ownit/take-control/millie-inbetween-taking-a-break?collection=phone-fomo
https://www.bbc.com/ownit/its-personal/is-your-phone-your-bff?collection=phone-fomo
https://www.bbc.com/ownit/its-personal/is-your-phone-your-bff?collection=phone-fomo
https://www.bbc.com/ownit/its-personal/is-your-phone-your-bff?collection=phone-fomo
https://campaignresources.phe.gov.uk/schools/resources/online-stress-fomo-lesson-plan-pack
https://campaignresources.phe.gov.uk/schools/resources/online-stress-fomo-lesson-plan-pack
https://campaignresources.phe.gov.uk/schools/resources/online-stress-fomo-lesson-plan-pack
https://www.bbc.co.uk/bitesize/articles/zrnpxyc
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-self-image-and-mental-wellbeing/zbs3vk7
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-self-image-and-mental-wellbeing/zbs3vk7
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-self-image-and-mental-wellbeing/zbs3vk7
https://www.annafreud.org/on-my-mind/self-care/time-away-from-technology/
https://www.annafreud.org/on-my-mind/self-care/time-away-from-technology/
https://www.nhs.uk/oneyou/every-mind-matters/youth-mental-health/
https://www.nhs.uk/oneyou/every-mind-matters/youth-mental-health/
https://www.intofilm.org/resources/37
https://www.intofilm.org/resources/37
https://www.intofilm.org/resources/37
https://www.rcpch.ac.uk/resources/health-impacts-screen-time-guide-clinicians-parents
https://www.rcpch.ac.uk/resources/health-impacts-screen-time-guide-clinicians-parents
https://www.childnet.com/what-we-do/our-projects/thrive-online/
https://www.commonsense.org/education/uk/digital-citizenship/lesson/digital-drama-unplugged
https://www.commonsense.org/education/uk/digital-citizenship/lesson/digital-drama-unplugged
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.commonsense.org/education/uk/digital-citizenship/lesson/upstanders-and-allies-taking-action-against-cyberbullying
https://www.commonsense.org/education/uk/digital-citizenship/lesson/upstanders-and-allies-taking-action-against-cyberbullying
https://www.commonsense.org/education/uk/digital-citizenship/lesson/upstanders-and-allies-taking-action-against-cyberbullying
https://www.commonsense.org/education/uk/digital-citizenship/lesson/upstanders-and-allies-taking-action-against-cyberbullying
https://www.commonsense.org/education/uk/digital-citizenship/lesson/responding-to-online-hate-speech
https://www.commonsense.org/education/uk/digital-citizenship/lesson/responding-to-online-hate-speech
https://www.commonsense.org/education/uk/digital-citizenship/lesson/responding-to-online-hate-speech
https://www.commonsense.org/education/uk/digital-citizenship/lesson/what-you-send-in-that-moment-when
https://www.commonsense.org/education/uk/digital-citizenship/lesson/what-you-send-in-that-moment-when
https://www.commonsense.org/education/uk/digital-citizenship/lesson/what-you-send-in-that-moment-when
https://www.commonsense.org/education/uk/digital-citizenship/lesson/what-you-send-in-that-moment-when
https://www.commonsense.org/education/uk/digital-citizenship/lesson/countering-hate-speech-online
https://www.commonsense.org/education/uk/digital-citizenship/lesson/countering-hate-speech-online
https://www.commonsense.org/education/uk/digital-citizenship/lesson/online-disinhibition-and-cyberbullying
https://www.commonsense.org/education/uk/digital-citizenship/lesson/online-disinhibition-and-cyberbullying
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-consequences-of-online-hate-speech
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-consequences-of-online-hate-speech
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-consequences-of-online-hate-speech
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://www.educateagainsthate.com/resources/educate-hate-training-video/
https://www.educateagainsthate.com/resources/educate-hate-training-video/
https://www.educateagainsthate.com/resources/educate-hate-training-video/
https://www.educateagainsthate.com/resources/educate-hate-training-video/
https://www.bl.uk/teaching-resources/mcdr-freedom-cyberbullying
https://www.bl.uk/teaching-resources/mcdr-freedom-cyberbullying
https://www.bl.uk/teaching-resources/mcdr-freedom-cyberbullying
https://www.bl.uk/teaching-resources/mcdr-freedom-cyberbullying
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://campaignresources.phe.gov.uk/schools/resources/bullying-and-cyberbullying-KS34-lesson-plan
https://www.educateagainsthate.com/resources/be-internet-citizens/
https://www.educateagainsthate.com/resources/be-internet-citizens/
https://www.educateagainsthate.com/resources/be-internet-citizens/
https://www.educateagainsthate.com/resources/be-internet-citizens/
https://www.educateagainsthate.com/resources/be-internet-citizens/
https://www.childnet.com/resources/pshe-toolkit/crossing-the-line/cyberbullying
https://www.bl.uk/teaching-resources/mcdr-freedom-trolling
https://www.bl.uk/teaching-resources/mcdr-freedom-trolling
https://www.bl.uk/teaching-resources/mcdr-freedom-trolling
https://www.bl.uk/teaching-resources/mcdr-freedom-trolling
https://www.childnet.com/what-we-do/our-projects/thrive-online/


Relationships & Communication

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13

Spring 1

Common Sense
Education

Chatting Safely
Online

What is AI?

Digital
Connections -
Online
Relationships

My SocialMedia
Life

How is AI Trained?

Friendships &
SocialMedia (SEL
15min lesson)

Sexting and
Relationships

AI Chatbots:
Who’s Behind
the Screen?

Rewarding
Relationships

Understanding AI
Bias

Chatting and Red
Flags

HowAI Bias
Impacts Our Lives

Connecting with
Digital Audiences

AI Algorithms:
HowWell Do They
KnowYou?

WeAre Civil
Communicators

FacingOff with
Facial Recognition

Supporting
Resources

Swerve the chat Childnet: Healthy
Relationships
Lessons
and Films

LGfL Going Too
Far - Extreme or
Not Extreme

CEOP: SendMe
a Pic

LGfL Going Too
Far -Believe it or
Not

BBC Teach: Online
Grooming

CEOP: Online
Blackmail
Education

Childnet: Step Up!
Speak
Up! Films

CEOP: Exploited

SaveMe Film&
Handbook

Greenpeace:
Online Activism
Video

Supporting
resource for Safer
Internet Day

Safer Internet Day -- Reliability Online: Safer Internet Day
resources for 11-14 year olds

Safer Internet Day -- Reliability Online: Safer Internet Day resources for 14-18
year olds
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https://www.commonsense.org/education/uk/digital-citizenship/lesson/chatting-safely-online
https://www.commonsense.org/education/uk/digital-citizenship/lesson/chatting-safely-online
https://www.commonsense.org/education/digital-citizenship/lesson/what-is-ai
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.commonsense.org/education/uk/digital-citizenship/lesson/my-social-media-life
https://www.commonsense.org/education/uk/digital-citizenship/lesson/my-social-media-life
https://www.commonsense.org/education/digital-citizenship/lesson/how-is-ai-trained
https://www.commonsense.org/system/files/pdf/2021-08/grades-6-8-friendships-and-social-media-sel-in-digital-life-activity.pdf
https://www.commonsense.org/system/files/pdf/2021-08/grades-6-8-friendships-and-social-media-sel-in-digital-life-activity.pdf
https://www.commonsense.org/system/files/pdf/2021-08/grades-6-8-friendships-and-social-media-sel-in-digital-life-activity.pdf
https://www.commonsense.org/education/uk/digital-citizenship/lesson/sexting-and-relationships
https://www.commonsense.org/education/uk/digital-citizenship/lesson/sexting-and-relationships
https://www.commonsense.org/education/digital-citizenship/lesson/ai-chatbots-whos-behind-the-screen
https://www.commonsense.org/education/digital-citizenship/lesson/ai-chatbots-whos-behind-the-screen
https://www.commonsense.org/education/digital-citizenship/lesson/ai-chatbots-whos-behind-the-screen
https://www.commonsense.org/education/uk/digital-citizenship/lesson/rewarding-relationships
https://www.commonsense.org/education/uk/digital-citizenship/lesson/rewarding-relationships
https://www.commonsense.org/education/digital-citizenship/lesson/understanding-ai-bias
https://www.commonsense.org/education/digital-citizenship/lesson/understanding-ai-bias
https://www.commonsense.org/education/uk/digital-citizenship/lesson/chatting-and-red-flags
https://www.commonsense.org/education/uk/digital-citizenship/lesson/chatting-and-red-flags
https://www.commonsense.org/education/digital-citizenship/lesson/how-ai-bias-impacts-our-lives
https://www.commonsense.org/education/digital-citizenship/lesson/how-ai-bias-impacts-our-lives
https://www.commonsense.org/education/uk/digital-citizenship/lesson/connecting-with-digital-audiences
https://www.commonsense.org/education/uk/digital-citizenship/lesson/connecting-with-digital-audiences
https://www.commonsense.org/education/digital-citizenship/lesson/ai-algorithms-how-well-do-they-know-you
https://www.commonsense.org/education/digital-citizenship/lesson/ai-algorithms-how-well-do-they-know-you
https://www.commonsense.org/education/digital-citizenship/lesson/ai-algorithms-how-well-do-they-know-you
https://www.commonsense.org/education/uk/digital-citizenship/lesson/we-are-civil-communicators
https://www.commonsense.org/education/uk/digital-citizenship/lesson/we-are-civil-communicators
https://www.commonsense.org/education/digital-citizenship/lesson/facing-off-with-facial-recognition
https://www.commonsense.org/education/digital-citizenship/lesson/facing-off-with-facial-recognition
https://www.bbc.com/ownit/take-control/did-you-ever-chat-to-someone-you-did-not-know?collection=returning-to-learning
https://www.childnet.com/resources/pshe-toolkit/myth-vs-reality/healthy-relationships
https://www.childnet.com/resources/pshe-toolkit/myth-vs-reality/healthy-relationships
https://www.childnet.com/resources/pshe-toolkit/myth-vs-reality/healthy-relationships
https://www.childnet.com/resources/pshe-toolkit/myth-vs-reality/healthy-relationships
https://goingtoofar.lgfl.org.uk/default.html
https://goingtoofar.lgfl.org.uk/default.html
https://goingtoofar.lgfl.org.uk/default.html
https://www.thinkuknow.co.uk/professionals/resources/send-me-a-pic/
https://www.thinkuknow.co.uk/professionals/resources/send-me-a-pic/
https://www.thinkuknow.co.uk/professionals/resources/send-me-a-pic/
https://goingtoofar.lgfl.org.uk/default.html
https://goingtoofar.lgfl.org.uk/default.html
https://www.bbc.co.uk/teach/class-clips-video/pshe--computing-ks3--ks4-online-grooming/zr88382
https://www.bbc.co.uk/teach/class-clips-video/pshe--computing-ks3--ks4-online-grooming/zr88382
https://www.thinkuknow.co.uk/professionals/resources/online-blackmail/
https://www.thinkuknow.co.uk/professionals/resources/online-blackmail/
https://www.thinkuknow.co.uk/professionals/resources/online-blackmail/
https://www.childnet.com/resources/step-up-speak-up/teaching-toolkit/films
https://www.childnet.com/resources/step-up-speak-up/teaching-toolkit/films
https://www.childnet.com/resources/step-up-speak-up/teaching-toolkit/films
https://www.thinkuknow.co.uk/professionals/resources/exploited/
https://www.enfield.gov.uk/safeguardingenfield/advice-for-children-young-people/save-me-film-and-handbook
https://www.enfield.gov.uk/safeguardingenfield/advice-for-children-young-people/save-me-film-and-handbook
https://www.greenpeace.org.uk/news/online-activism-how-petitions-and-social-media-campaigns-have-changed-the-world/
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024
https://saferinternet.org.uk/safer-internet-day/safer-internet-day-2024


News andMedia Literacy

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13

Spring 2

Common Sense
Education

Finding Credible
News

Digital
Connections -
Online
Misinformation

Copyright and Fair
Dealing

This Just In! Hoaxes
and Fakes

Challenging
Confirmation Bias

Clicks for Cash Filter Bubble
Trouble

Supporting
Resources

Educate Against
Hate - Identifying
Difference
between Fact or
Opinion

BBC Teach:
Copyright and
Ownership

BBCYoung
Reporter:
Real Versus Fake
News

BBC Teach Fake
News

ACT -Michael’s
Story - Religious
Extremism

Helen Turnbull’s
TED Talk on
Unconscious Bias

ACT -Michael’s
Story - Extreme
RightWing

ACT -Michael’s
Story -Mustafa's
Story

BBCBitesize:
Filter Bubbles

Privacy & Security

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13

Summer 1

Common Sense
Education

Don't Feed
the Phish

Digital
Connections -
Cyber Safety

Big, Big Data Being Aware of
What
You Share

The Big Data
Dilemma

Risk Check for
New Tech

HowYoung Is Too
Young for Social
Media?

Debating the
Privacy Line

Supporting
Resources

BBC Teach: Online
Security

CIFAS: Anti-Fraud
Lesson Plans

Information
Commissioner'
s Office -
Personal Data,
What’s It All
About?

BBC Teach: How
Risky AreMy
SocialMedia
Posts?

Educate Against
Hate - Internet
Safety, Extremism
and Conspiracy
THeories

BBC Teach: Live
Streaming

BBC Two: Facial
Recognition
in the UK

BBCVideo on
SocialMedia

Children's
Commissioner:
Simplified Social
Media Terms and
Conditions

Information
Commissioner'
s Office -
Staying Private
on Social
Media

SENDResource Childnet, ThriveOnline - Teaching About Online Pornography
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https://www.commonsense.org/education/uk/digital-citizenship/lesson/finding-credible-news
https://www.commonsense.org/education/uk/digital-citizenship/lesson/finding-credible-news
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.commonsense.org/education/uk/digital-citizenship/lesson/copyright-and-fair-dealing
https://www.commonsense.org/education/uk/digital-citizenship/lesson/copyright-and-fair-dealing
https://www.commonsense.org/education/uk/digital-citizenship/lesson/this-just-in
https://www.commonsense.org/education/uk/digital-citizenship/lesson/hoaxes-and-fakes
https://www.commonsense.org/education/uk/digital-citizenship/lesson/hoaxes-and-fakes
https://www.commonsense.org/education/uk/digital-citizenship/lesson/challenging-confirmation-bias
https://www.commonsense.org/education/uk/digital-citizenship/lesson/challenging-confirmation-bias
https://www.commonsense.org/education/uk/digital-citizenship/lesson/clicks-for-cash
https://www.commonsense.org/education/uk/digital-citizenship/lesson/filter-bubble-trouble
https://www.commonsense.org/education/uk/digital-citizenship/lesson/filter-bubble-trouble
https://www.educateagainsthate.com/resources/identifying-the-difference-between-fact-and-opinion/
https://www.educateagainsthate.com/resources/identifying-the-difference-between-fact-and-opinion/
https://www.educateagainsthate.com/resources/identifying-the-difference-between-fact-and-opinion/
https://www.educateagainsthate.com/resources/identifying-the-difference-between-fact-and-opinion/
https://www.educateagainsthate.com/resources/identifying-the-difference-between-fact-and-opinion/
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-copyright-and-ownership/zkg947h
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-copyright-and-ownership/zkg947h
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-copyright-and-ownership/zkg947h
https://www.bbc.co.uk/teach/young-reporter/lesson-1-real-news-vs-fake-news/z899vwx
https://www.bbc.co.uk/teach/young-reporter/lesson-1-real-news-vs-fake-news/z899vwx
https://www.bbc.co.uk/teach/young-reporter/lesson-1-real-news-vs-fake-news/z899vwx
https://www.bbc.co.uk/teach/young-reporter/lesson-1-real-news-vs-fake-news/z899vwx
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-fake-news/zkb4cqt
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-fake-news/zkb4cqt
https://lgfl.net/safeguarding/prevent/actearly-stories
https://lgfl.net/safeguarding/prevent/actearly-stories
https://lgfl.net/safeguarding/prevent/actearly-stories
https://youtu.be/zdV8OpXhl2g
https://youtu.be/zdV8OpXhl2g
https://youtu.be/zdV8OpXhl2g
https://lgfl.net/safeguarding/prevent/actearly-stories
https://lgfl.net/safeguarding/prevent/actearly-stories
https://lgfl.net/safeguarding/prevent/actearly-stories
https://lgfl.net/safeguarding/prevent/actearly-stories
https://www.bbc.co.uk/bitesize/articles/zd9tt39
https://www.bbc.co.uk/bitesize/articles/zd9tt39
https://www.commonsense.org/education/uk/digital-citizenship/lesson/dont-feed-the-phish
https://www.commonsense.org/education/uk/digital-citizenship/lesson/dont-feed-the-phish
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.commonsense.org/education/uk/digital-citizenship/lesson/big-big-data
https://www.commonsense.org/education/uk/digital-citizenship/lesson/being-aware-of-what-you-share
https://www.commonsense.org/education/uk/digital-citizenship/lesson/being-aware-of-what-you-share
https://www.commonsense.org/education/uk/digital-citizenship/lesson/being-aware-of-what-you-share
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-big-data-dilemma
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-big-data-dilemma
https://www.commonsense.org/education/uk/digital-citizenship/lesson/risk-check-for-new-tech
https://www.commonsense.org/education/uk/digital-citizenship/lesson/risk-check-for-new-tech
https://www.commonsense.org/education/uk/digital-citizenship/lesson/how-young-is-too-young-for-social-media
https://www.commonsense.org/education/uk/digital-citizenship/lesson/how-young-is-too-young-for-social-media
https://www.commonsense.org/education/uk/digital-citizenship/lesson/how-young-is-too-young-for-social-media
https://www.commonsense.org/education/uk/digital-citizenship/lesson/debating-the-privacy-line
https://www.commonsense.org/education/uk/digital-citizenship/lesson/debating-the-privacy-line
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-online-security/z4kqjhv
https://www.cifas.org.uk/insight/public-affairs-policy/anti-fraud-lesson-plans
https://www.cifas.org.uk/insight/public-affairs-policy/anti-fraud-lesson-plans
https://ico.org.uk/media/for-organisations/school-resources/lesson-presentations/2620140/personal-data-whats-it-all-about-secondary-england.pptx
https://ico.org.uk/media/for-organisations/school-resources/lesson-presentations/2620140/personal-data-whats-it-all-about-secondary-england.pptx
https://ico.org.uk/media/for-organisations/school-resources/lesson-presentations/2620140/personal-data-whats-it-all-about-secondary-england.pptx
https://ico.org.uk/media/for-organisations/school-resources/lesson-presentations/2620140/personal-data-whats-it-all-about-secondary-england.pptx
https://ico.org.uk/media/for-organisations/school-resources/lesson-presentations/2620140/personal-data-whats-it-all-about-secondary-england.pptx
https://ico.org.uk/media/for-organisations/school-resources/lesson-presentations/2620140/personal-data-whats-it-all-about-secondary-england.pptx
https://www.bbc.co.uk/teach/gcse-ks3-social-media-risk/zv6t8xs
https://www.educateagainsthate.com/resources/hammersmith-fulham-secondary-resources/
https://www.educateagainsthate.com/resources/hammersmith-fulham-secondary-resources/
https://www.educateagainsthate.com/resources/hammersmith-fulham-secondary-resources/
https://www.educateagainsthate.com/resources/hammersmith-fulham-secondary-resources/
https://www.educateagainsthate.com/resources/hammersmith-fulham-secondary-resources/
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-live-streaming/zmd7qp3
https://www.bbc.co.uk/teach/class-clips-video/pshe-computing-gcse-live-streaming/zmd7qp3
https://www.bbc.co.uk/programmes/p07nmqp5
https://www.bbc.co.uk/programmes/p07nmqp5
https://www.bbc.co.uk/programmes/p07nmqp5
https://www.bbc.co.uk/newsround/47072623
https://www.bbc.co.uk/newsround/47072623
https://www.childrenscommissioner.gov.uk/report/simplified-social-media-terms-and-conditions-for-facebook-instagram-snapchat-youtube-and-whatsapp/
https://www.childrenscommissioner.gov.uk/report/simplified-social-media-terms-and-conditions-for-facebook-instagram-snapchat-youtube-and-whatsapp/
https://www.childrenscommissioner.gov.uk/report/simplified-social-media-terms-and-conditions-for-facebook-instagram-snapchat-youtube-and-whatsapp/
https://ico.org.uk/media/for-organisations/school-resources/lesson-presentations/2620140/personal-data-whats-it-all-about-secondary-england.pptx
https://ico.org.uk/media/for-organisations/school-resources/lesson-presentations/2620140/personal-data-whats-it-all-about-secondary-england.pptx
https://ico.org.uk/media/for-organisations/school-resources/lesson-presentations/2620140/personal-data-whats-it-all-about-secondary-england.pptx
https://www.childnet.com/what-we-do/our-projects/thrive-online/


Digital Footprint & Identity

Term Resource Year 7 Year 8 Year 9 Year 10 Year 11 Year 12 Year 13

Summer 2

Common Sense
Education

WhoAre
YouOnline?

Digital
Connections -
Digital Footprint

The Power
of Digital
Footprints

SocialMedia and
Digital Footprints:
Our
Responsibilities

ProtectingOnline
Reputations

Curated Lives Who's Looking at
Your Digital
Footprint?

The Change You
Want
to See

Supporting
Resources

Childnet ‘Reel
Life’ - Interactive
Game

Campaign
Resources -
Public Health
England - Social
Media

Childnet: Online
Body Image
Videos and
Lessons

CEOP: First To a
Million Video and
Activities

Orange Digital
Dirt Video

Campaign
Resources -
Public Health
England - Online
Stress + Fomo

BBC Teach: Digital
Footprint

Future Learn -
What Is Digital
Citizenship

OpenUniversity -
Managing your
Digital Footprint

Year 7-13 Curriculum Standards Alignment

Education for a ConnectedWorld's strands align withCommon Sense Education's Digital Citizenship strands:

Education for a ConnectedWorld Common Sense Education
● Self Image & Identity ------------------------ Media Balance &Well-Being

● Online Relationships ----------------------- Relationships & Communication

● Online Reputation -------------------------- Relationships & Communication

● Online Bullying ------------------------------ Cyberbullying, Digital Drama &Hate Speech

● ManagingOnline Information ------------- News &Media Literacy

● Health,Wellbeing and Lifestyle ----------- Media Balance &Well-Being

● Privacy and Security ------------------------ Privacy & Security

● Copyright and ownership ------------------ News &Media Literacy
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https://www.commonsense.org/education/uk/digital-citizenship/lesson/who-are-you-online
https://www.commonsense.org/education/uk/digital-citizenship/lesson/who-are-you-online
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.digitalconnections.org/game/#/videos
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-power-of-digital-footprints
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-power-of-digital-footprints
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-power-of-digital-footprints
https://www.commonsense.org/education/uk/digital-citizenship/lesson/social-media-and-digital-footprints-our-responsibilities
https://www.commonsense.org/education/uk/digital-citizenship/lesson/social-media-and-digital-footprints-our-responsibilities
https://www.commonsense.org/education/uk/digital-citizenship/lesson/social-media-and-digital-footprints-our-responsibilities
https://www.commonsense.org/education/uk/digital-citizenship/lesson/social-media-and-digital-footprints-our-responsibilities
https://www.commonsense.org/education/uk/digital-citizenship/lesson/protecting-online-reputations
https://www.commonsense.org/education/uk/digital-citizenship/lesson/protecting-online-reputations
https://www.commonsense.org/education/uk/digital-citizenship/lesson/curated-lives
https://www.commonsense.org/education/uk/digital-citizenship/lesson/whos-looking-at-your-digital-footprint
https://www.commonsense.org/education/uk/digital-citizenship/lesson/whos-looking-at-your-digital-footprint
https://www.commonsense.org/education/uk/digital-citizenship/lesson/whos-looking-at-your-digital-footprint
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-change-you-want-to-see
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-change-you-want-to-see
https://www.commonsense.org/education/uk/digital-citizenship/lesson/the-change-you-want-to-see
https://apps.childnet.com/reellife/
https://apps.childnet.com/reellife/
https://apps.childnet.com/reellife/
https://campaignresources.phe.gov.uk/schools/resources/social-media-KS3-KS4-lesson-plan-pack
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National Curriculum in
England: Computing
Programmes of Study
--
KS 3 & 4

Key Stage 3 - Pupils should be taught to:
● create, reuse, revise and repurpose digital artefacts for a given audience, with attention to trustworthiness, design and

usability
● understand a range of ways to use technology safely, respectfully, responsibly and securely, including protecting their

online identity and privacy; recognise inappropriate content, contact and conduct, and know how to report concerns

Key Stage 4 - Pupils should be taught to:
● develop their capability, creativity and knowledge in computer science, digital media and information technology
● develop and apply their analytic, problem-solving, design, and computational thinking skills
● understand how changes in technology affect safety, including newways to protect their online privacy and identity, and

how to report a range of concerns

Relationships Education,
Relationships and Sex
Education (RSE) and
Health Education

Online Relationships - Pupils should know:
● that people sometimes behave differently online, including by pretending to be someone they are not.
● that the same principles apply to online relationships as to face-to face relationships, including the importance of respect

for others online including whenwe are anonymous.
● the rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and how to report

them.
● how to critically consider their online friendships and sources of information, including awareness of the risks associated

with people they have nevermet.
● how information and data is shared and used online.

Being Safe - Pupils should know:
● what sorts of boundaries are appropriate in friendships with peers and others

(including in a digital context).
● about the concept of privacy and the implications of it for both children and adults; including that it is not always right to

keep secrets if they relate to being safe.
● that each person's body belongs to them, and the differences between appropriate and inappropriate or unsafe physical,

and other, contact.
● how to respond safely and appropriately to adults theymay encounter (in all contexts, including online) whom

they do not know.
● how to recognise and report feelings of being unsafe or feeling bad about any adult.
● how to ask for advice or help for themselves or others, and to keep trying until they are heard.
● how to report concerns or abuse, and the vocabulary and confidence needed to do so.
● where to get advice e.g. family, school and/or other sources.

MentalWell-Being - Pupils should know:
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● the benefits of physical exercise, time outdoors, community participation, voluntary and service-based activity on
mental wellbeing and happiness.

● simple self-care techniques, including the importance of rest, time spent with friends and family and the benefits of
hobbies and interests.

● isolation and loneliness can affect children and that it is very important for children to discuss their feelings with
an adult and seek support.

● that bullying (including cyberbullying) has a negative and often lasting impact onmental wellbeing.

Internet Safety andHarms - Pupils should know:
● that for most people the internet is an integral part of life and hasmany benefits.
● about the benefits of rationing time spent online, the risks of excessive time spent on electronic devices and the

impact of positive and negative content online on their own and others' mental and physical wellbeing.
● how to consider the effect of their online actions on others and know how to recognise and display respectful

behaviour online and the importance of keeping personal information private.
● why social media, some computer games and online gaming, for example, are age restricted.
● that the internet can also be a negative place where online abuse, trolling, bullying and harassment can take place,

which can have a negative impact onmental health.
● how to be a discerning consumer of information online including understanding that information, including that

from search engines, is ranked, selected and targeted.
● where and how to report concerns and get support with issues online.

Keeping Children Safe
in Education

● 88. Governing bodies and proprietors should ensure that children are taught about safeguarding, including online
safety. Schools should consider this as part of providing a broad and balanced curriculum.

● 89. This may include covering relevant issues through Relationships Education and Relationships and Sex
Education (formerly known as Sex and Relationship Education), tutorials (in colleges) and/or where delivered,
through Personal, Social, Health and Economic (PSHE) education. The government hasmade regulations which will
make the subjects of Relationships Education (for all primary pupils) and Relationships and Sex Education (for all
secondary pupils) and Health Education (for all pupils in state-funded schools) mandatory from September 2020.

● 90.Whilst it is essential that governing bodies and proprietors ensure that appropriate filters andmonitoring systems
are in place, they should be careful that "over 24 blocking" does not lead to unreasonable restrictions as to what children
can be taught with regard to online teaching and safeguarding.

TeachingOnline Safety
in School

● Guidance supporting schools to teach their pupils how to stay safe online, within new and existing school subjects.

Developed by Common SenseMedia (UK) with Islington Schools, with thanks to Pip Bhol and Katy Potts.
For more information contact Jenna Khanna jkhanna@commonsense.org
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